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EDITOR’S NOTE: CAPT James
Hagy, commanding officer of NIOC
Hawaii, stands in the belly of the Kunia
tunnel located on Schofield Barracks,
Hawaii and home of NIOC Hawaii.

See pages 4 & 5 for an interview with
Hagy.
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MY DOMAIN continued ...

officer of Navy Information Operations

Command (NIOC), Hawaii. Our command is
the single largest Navy shore command in Hawaii but
do not let the term “shore command” fool you. The
NIOC Hawaii team consists of more than 1,375 Sailors,
and approximately 400 deploy every year in support
of COMPACEFLT, C7F, C3F, and Countering Violent
Extremism (CVE) in places like Iraq, Afghanistan and
Djibouti. The remainder of our Sailors are actively
engaged in supporting fleet and national customers 24
hours a day, seven days a week in various roles from
security to intelligence analysis.

As the CO of this great command, I am responsible
to VADM Starling for the ultimate task of ensuring
war fighters and their commanders have accurate,
timely and secure information when they need it, in
order to execute decisions in an increasingly fast-
paced, network-dependent battle space. In executing
that mission, NIOC Hawaii is committed to supporting
our Nation’s priority to counter violent extremism
by rapidly responding to all operational requirements
when called upon. It is my imperative to maintain the
highest state of operational and war fighting readiness
to ensure victory in combat or serve as a deterrent
in peace. All NIOC Hawaii Sailors will be prepared
to sail into harm’s way when our nation calls. The
support NIOC Hawaii provides to the National Security
Agency/Central Security Service (NSA/CSS) Hawaii,
PACOM, PACFLT and CC7F is our number one
operational goal.

S loha, I am CAPT Jim Hagy, the commanding

What would you consider is in store for the IW
Community?

The IW community has the challenge and
opportunity to define, recruit, train and sustain the
Navy’s Cyber force of the future. We are already
making significant progress in this area as the world
and technology continue to change. I am confident
the IW community will be successful in defining
the Navy’s Cyber Strategy and Computer Network
Operations will get us there. Our traditional roles in
Signals Intelligence will remain our core competency.

How do you feel your previous duty as the Senior IW
Detailer prepared you for command?

In general terms, every assignment I have had
has prepared me for this job. Being a commanding
officer requires the combined experiences of a Navy
career. The senior detailer position provided me
with a personal understanding of the Navy personnel
management system and distribution of personnel
across the globe. I was simultaneously exercising
the role as IW Officer Community Manager, working
with community leadership to guide and manage the

community to meet current as well as future challenges.
I was fortunate to have access and see it all, to
understand the process in its entirety.

We hear rumors of a merger between the IW and Intel
communities. Is there truth behind this?

As far as I know there are no plans to merge the IW
and Intel communities at this time. Such rumors may
have been fueled by the merger of IW and Intel staffs
on fleet staffs, but that was more a function of the
staff’s decision to manage their resources rather than
any Navy-wide initiative.

As a shore duty command many think you only play a
shore based role in the IW community, how would you
respond to this?

NIOC Hawaii also has a mission to deploy IW
personnel and capabilities to support COMPACTFLT,
C7F and C3F. NIOC Hawaii annually deploys more
than 400 Sailors, not including IA support. The
command’s Fleet Information Operations Center
(FIOC) also provides direct service and reach back
support to deployed war fighters. NIOC Hawaii
supports fleet and national customers while at the same
time fulfilling the role of host to NSA Hawaii. All three
roles are equally important and we balance our time,
energy and resources accordingly.

NIOC Hawaii will be moving to a new building soon.
How is this going to improve your ability to accomplish
your mission?

The transition to the new building in Wahiawa pro-
vides both challenges and opportunities in the next few
years. As we transition to Wahiawa it is important that
we collectively focus to ensure the existing levels of
support are maintained for fleet and national customers.
This challenge must be carefully managed.

At the end of my command tour, I will have a sense
of accomplishment if NIOC Hawaii has increased the
readiness of the command and the fleet while we suc-
cessfully transfer into the new building.

The working relationship of FIOC with the Joint
team cannot be lost. The collaboration with the ser-
vice commanders and NSA Hawaii leadership team is
a noteworthy success that must be maintained. NIOC
Hawaii’s success is the result of close, collaborative
working relationships that benefit both the fleet and
national customers. Additionally, Sailors are our great-
est and most valuable asset and their continued training
and development must remain a priority. The com-
mand will only succeed if we have a well-trained and
well-led, motivated Sailors -- all this will be achieved
by actively taking care of our Sailors and their families.
When we accomplish these goals we all win. Esf
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a1 A GLANCE

CAPT Hagy was born in
Evansville, IN, and raised in rural
Virginia. He enlisted in 1974 and
attended Cryptologic Technician
Collection “A” School at
Corry Station, Pensacola,

FL, graduating in 1975. His
assignments include duty at
Naval Security Group Activities
in Japan, Guam, Spain, Illinois
and Virginia. He was promoted to
Chief Petty Officer in 1986 while
deployed aboard USS IOWA (BB
61).

Hagy was commissioned in
1987 and his first assignment was
NSGA Galeta Island, republic
of Panama. He was assigned to
USS ARTHUR W. RADFORD
(DD 968) as Electronic Warfare
Officer from 1990 to 1992, and
participated in the Personnel
Exchange Program with the
Royal Australian Navy in New
South Wales, Australia, from
1993 to 1995.

Hagy reported to Naval
Technical Training Center
Pensacola, FL in 1995 and served
as Division Officer for the CTR
A and C Schools Division until
1998. He was then assigned to
Commander, Amphibious Task
Force Cryptologic Resource
Coordinator until 2000, and
assumed duties as Officer-in-
Charge U.S. Naval Detachment
Combined Support Group Alice
Springs, Australia until 2002.
Hagy was assigned to the staff
of Commander, U.S. Fleet
Forces Command Norfolk, VA,
as deputy director for Naval
Security Group Atlantic until
2005. His last assignment was
Navy Personnel Command as
Information Warfare Officer
Community Manager, Senior
Placement Officer, and Detailer
for Navy Information Warfare
Officers.

He assumed command of
NIOC Hawaii in July 2008. &

FORCE CHAPLAIN'’s Thoughts

ew York City Mayor Michael Bloomberg referred to U.S.
NAirways pilot, Captain Chesley Sullenberger’s ditching of

an Airbus A320 in the Hudson River as the “Miracle on the
Hudson.” And what a feat it was! Because of that one act, Sullenberger
will now be most remembered for what he did on Jan. 15, the day he
landed a commercial airliner in the water and all 155 passengers and
crew survived with no fatalities or major injuries.

But it is not just what Sully did on that one day that made the Miracle
on the Hudson possible. It is what he did day-after-day over his lifetime
that put him in a position to accomplish what no one else had ever done
in 50 years of commercial airline history—ditch an airliner in the water
and have all of the passengers live to tell about it.

If you review Sulley’s resume, you’d see that he is a U.S. Air Force
Academy graduate, a recipient of the Outstanding Cadet in Airmanship
Award in 1973, a former F-4 fighter pilot, an airline safety expert who
founded the company Safety Reliability Methods, and a pilot with 40
years of experience. Speaking about her husband, Lorrie Sullenberger
said, “He is about performing that airplane to the exact precision to
which it is made.”

From this story we are reminded that we largely achieve what we do
in life not because of a single act of greatness, but because of countless
small acts that are consistently performed over a lifetime. It is the “little”
acts we perform day-in and day-out that primarily define who we are.
Each of these small steps builds upon one another. So, if you aspire to
greatness, then work on the “little” things every day that demonstrate
your discipline, determination and commitment, and in so doing you will
lay the foundation of greatness. kef

May God Bless,

George Adams
CAPT USN

EDITOR’S NOTE: Pictured opposite CAPT
George Adams is the Domain’s Force Chief Religious
Programs Specialist Eugene A. Trinidad. Trinidad is
a native of Corozal, Puerto Rico and served with the
Multi-National Corps, Iraq prior to receiving orders
to NETWARCOM.

Spring 2009 InfoDomain




NAVAL NETWORK WARFARE COMMAND
COMMANDER’S GUIDANCE FOR 2009

et me begin by expressing my
I profound appreciation for the

efforts each of you put forward
in 2008. As I travelled the domain
over the course of the year, | NEVER
ceased to be impressed by the quality,
focus, determination and dedication
of the Sailors and Civilians of our
Force. You really are a tremendous
Team and I am truly excited about
the great things I know you will do in
20009.

You will not find this year’s
guidance differs markedly from that
of 2008. Our Strategic Plan remains
sound. The high level priorities I
set for NETWARCOM have not
changed. We have the right sight
picture and are heading in the right
direction. My aim for the 2009
guidance is to refine our approach to
accomplishing those goals.

For the Headquarters, 2008
was a year marked by significant
organizational change. We
established the Readiness
and Training Directorate to
enable our activities as the
Navy’s Type Commander for
C41. We stood up the Fleet
Intelligence Office as our
initial step in assuming duties
as the Type Commander for
Fleet Intelligence. We established
the NGEN Fleet Integration and
Transition Team to guide Fleet
transition activities as we approach
the October 2010 expiration of
the NMCI contract. We took
foundational steps to establish a
Fleet Electronic Warfare Center. We
matured our delivery of specialized
space training and direct Fleet
space support to deployed maritime
forces. These actions were critical
in facilitating NETWARCOM'’s
continuing journey from our genesis
as a network and communications
provider to our future as Navy’s and
DoD’s premier Cyber Force.

In 2009, I anticipate greater focus
on Cyber; nationally, within DoD
and within Navy. Cyberspace has
been defined as “a global domain
within the information environment
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consisting of the interdependent
network of information technology
infrastructures, including the Internet,
tele-communications networks,
computer systems and embedded
processors and controllers.” This
description fits our domain to
perfection. NETWARCOM has
always been a leader in Cyber

and is the DoD’s premier service
cyber-focused organization.
NETWARCOM is the DoD EA

for Computer Network Operations
training. Navy was the first service
with an enlisted rating dedicated

to Computer Network Operations
(CTN). Navy Cyber Defense
Operations Command is the first
and currently the only Level 111
certified Computer Network Defense
Service Provider in DoD. While
the operation and defense of Navy’s
networks is increasingly critical,
our mission is more expansive.
NETWARCOM is charged with

“In 2009, I anticipate greater

Jocus on Cyber, nationally, within

DoD and within the Navy.”

delivering cyber forces and
capabilities to the warfighter to
enable them to execute operations,
accomplish their mission and truly
deliver effects to achieve decision
superiority.

Today, NETWARCOM is DoD’s
only command that combines in a
single organization all of the skills
necessary to operate across the Cyber
domain. The current NETWARCOM
mission set, with responsibilities
in ALL aspects of 10, including
CNO and Information Assurance,
already mirrors the mission sets
being examined for inclusion in
a DoD-level Cyber command.
NETWARCOM is operationally
aligned to those organizations that
execute DoD-level Cyber functions
(STRATCOM, NSA/JFCC NW,
DISA/JITF GNO) and is organized to

SPRING

respond for Navy when called on.
EVERY NETWARCOM
subordinate command contributes
uniquely to our Cyber mission.
As Cyber becomes an ever more
increasing part of our military
lexicon, those of us who work in
the NETWARCOM domain must
begin to think of ourselves not
as communicators, cryptologists,
intelligence officers, space
cadre, or in terms of our RL/
URL communities, but as Cyber
professionals, a blended Team
that delivers fleet readiness and
operational capability in Cyberspace.

Priorities for 2009

1. Generate Readiness for the Fleet
and Joint Warfighters

Fleet readiness remains our primary

deliverable. We made great

strides this year in reinforcing

NETWARCOM’s position as the
organization responsible for
delivering Fleet C41 readiness.
We conducted our first Strike
Group assessments of basic phase
training readiness and teamed
with CSFTL to play a greater role
in the evaluation of integrated
training. We must build on this

foundational work in 2009, expand

our activities to include PAC

and independent deployers, build

more capacity to deliver training

in shipboard CND/IA and expand

our platform-centric approach

to readiness into our NCTAMs

and NIOCs ashore. In 2008, we

produced our first metrics dashboards

for NETOPS and IO Readiness.

Refinement of these metrics into

“metrics that matter” will continue.

In 2009, we will accelerate our ability

understand and measure the elements

Cyber readiness. Specifically, we

must:

® Build a holistic readiness picture
for Navy networks afloat and
ashore

¢ Continue to mature the metrics
defining 10 Readiness

NETWARCEM
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GOALS ALIGN TO NAVY PRIORITIES

MAINTAIN WARFIGHTING READINESS

INTEMTIONS

‘ READINESS
USFF OUTPUT

PRIDRITIES

}

NETWARCDOM
GOALS &
PRIDRITIES

BUNLE A

CAPABILITIES

&

CONOPS

EXECUTE COCOM
DEMAND

GEMNERATE READINESS FOR FLEET
AND JOINT WARFIGHTERS

DIRECT OPERATIONS THAT ENABLE

¢ Continue to mature our space
readiness metrics and refine our
space support portfolio to reflect
operational lessons learned from
deployed Strike Groups

¢ Continue our efforts in legacy
network reduction through CARs
Improve our ability to self-assess
Develop readiness portfolios for
Fleet intelligence, Electronic
Warfare, and critical Cyber
personnel skills, such as language.

2. Direct/Execute Operations that
Enable Decision Superiority
Events of 2008 confirmed that
centralized planning and direction
with efficient decentralized execution
is a requirement for operational
success in Cyberspace. Those same
events demonstrated that we have
much work to do operationalizing
NETOPS within Navy. Last year’s
guidance to align our functionality
remains valid...perform common

DECISION SURERIORITY

functions the same way, regardless of
geographic location. Specifically we
must:

* Work to resolve existing
weaknesses in doctrine and
NETOPS C2

¢ Codify our vision of functionality
in the NETWARCOM MOC

* Extend our NETOPS C2
operational model into
traditionally non-operational
organizations whose networks
represent potential areas of
vulnerability

® Publish the Fleet Space CONOPS,
providing guidance to maritime
forces on the effective integration
of space effects

¢ Interact closely with Fleet N-6’s
and Echelon II CIOs

Facile change of INFOCON

levels is no longer an exercise, but
an operational imperative. Expect

SPRING

BUILD THE FUTURE FO

WETINGZE TOTAL
AAVALWORKFRORCE

——

DEVELOP aND SUPPOAT
OUR SAILOAS &
CIVILIANS

ENTERPRISE
MANAGEMENT/
ALIGNMENT

TOTAL FORCE
DEVELOPMENT

DELIVER DEVELOR
CAPABILITIES WORKFORCE
AT BEST TO MEET
MISSION VALLIE CURRENT AND

THROUGH FUTURE
THE REQUIREMENTS
EMNTERPRISE

increased demand signal from
our operational commanders for
greater visibility and influence in
the operational status of their local
networks while Navy leadership will
demand that we execute the same
function across all Navy networks.
We are the Navy’s experts in the
delivery of non-kinetic effects. I
expect you to work closely with
your Navy and Joint customers to
understand and meet their operational
needs. In areas where their desires
may compete or conflict with
current doctrine or procedure, let us
know so we can help you. We are
still learning here and “outside the
box” thinking should be welcomed.
Operational accountability and
excellence in operations should be the
norm, do not accept less.

3. Develop the Workforce to Meet

Current and Future Requirements
NETWARCOM is blessed with
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a military and civilian workforce
whose technical and leadership skills
are second to none. These skills
make them equally valuable outside
Navy. With such valuable assets

at stake, developing and retaining
quality individuals should continue
to be your top priority. I expect
you to have a clear view of your
organization’s diversity posture,
retention trends and an understanding
of what is driving them. Know
and use your respective forums to
communicate your

observations so

that we can engage

on issues which

have Navy wide

implications. While

we have made great

strides in alleviating

manning shortages

in critical areas,

many of you remain
understaffed with

a growing demand

signal. Be attentive

to what is reasonably
executable. Quality

manpower metrics

are key to helping

us define our

capacity. A diverse

military and civilian

workforce is crucial

to our future as a

Navy. To excel

to that end, your

participation in

efforts to eliminate

low representation

rates at all levels

of the organization

are paramount

to the success of
NETWARCOM,

DoN and DoD.

You should look

for opportunities to

support diversity

efforts, both internal and external to
DoD. Your actions will speak louder
than your words. In 2009 we will
continue to refine our “Employer

of Choice” program, reinforce

our mentorship efforts, work with
OPNAYV on the NGEN workforce and
“IT of the Future” programs, press
for a better Navy-wide “fit” of our
valuable space cadre, and develop
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Intelligence manpower metrics for
the Fleet. Navy Core Values and our
Navy Ethos are guiding principles
that should figure prominently in
your command.

4. Deliver Capability at Best
Mission Value Through the
Enterprise

Naval Network FORCENet

Enterprise activity increased in 2008.

Our metrics matured, programmatics

and cost came under greater scrutiny,

NETWARCEM
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STRATEGIC GOALS

GEMNERATE READINESS FOR FLEET AND

JOINT WARFIGHTERS

DIRECT OPERATIONS THAT ENAELE

DECISION SUPERIORITY

DEVELOP WORKFORCE TO MEET
CURRENT AND FUTURE
REGQUIREMENTS

DELIVER CAPABILITIES AT BEST MISSION

VALUE THROUGH THE ENTERPRISE

and we signed a performance
agreement with Navy Total Force
for personnel readiness. While
much of this activity takes place at
the HQ level, I expect you to take

an Enterprise approach to day-to-
day activities in your command.
Manage with metrics; understand
your processes; look for efficiencies
that make sense while always putting

Spring 2009

mission accomplishment first. None
of you will have all of the resources
you need to do all that we will ask of
you. You must have a coherent way
to prioritize and Enterprise thinking
is perfectly suited to help you make
intelligent choices.

Expectations:

They have not changed from 2008
and I quote them here for you again:

¢ First and
foremost-view
yourself as a
warfighter

e Set high
expectations...

for yourselves and
your workforce

¢ Ask yourself
every day how
to improve Fleet
readiness

¢ Take care of
your workforce

¢ Don’t forget
the basics...
train...train...
train

2009 will present great
challenges and even
greater opportunities.
We start our year
at a higher state of
network readiness. A
new administration
assumes the reins; it

is unclear how this will impact our
strategic priorities. Our economy
is in crisis, which may reduce the
resources available to us to execute.
But execute we will, efficiently and
effectively. Our mission remains
vital. We provide the Cyber
capabilities that make Command
and Control possible. Decision
Superiority rests with us. fsf

NETWARCOM Releases
Revised Strategic Plan

By Kathleen Martin, Business Integration Group

aval Network Warfare Command
Nrecently released an updated Strategic

Plan (2009 -2013) that clarifies and
refines the command’s goals and priorities.
While the overall priorities of the command
have remained sound, the command mission
continues to evolve and expand, and the
Strategic Plan must also adjust.

In his 2009 Commander’s Guidance,
VADM H. Denby Starling II, commander,
NETWARCOM, made note of the significant
initiatives of 2008: establishing the
Readiness and Training Directorate, the
Fleet Intelligence Office, and the NGEN
Fleet Integration Transition Team. Starling
said each was a necessary step in solidifying
NETWARCOM'’s future as the Navy’s
premier Cyber Force.

The revised Strategic Plan aligns more
closely with the Chief of Naval Operations’
Guidance and U.S. Fleet Forces Command
priorities, and revised our goals from six to
four. The new goals more clearly reflect
the commander’s intent, and combine with
the mission and vision statement to reflect
why NETWARCOM exists and what the
command intends to achieve. This plan
establishes a structure that drives leadership
clarity and alignment throughout the
command.

This Strategic Plan, aligned with the
Commander’s Guidance, outlines where

the command wants to go and provides a
roadmap to get there. It refines the approach
to achieving the goals and adds measures to
track performance and achievement.

“Our Strategic Plan will keep us focused
on our goals, and it ensures we have the
right measures in place to continually
evaluate our progress,” said Michael
Jones, NETWARCOM’s director of
Strategic Planning.

Metrics play a critical role in the
Strategic Plan as a part of the measures
of performance. Fundamental to
organizational improvement, performance
measurement provides a way to monitor
the progress and achievement of Strategic
Plan goals and objectives.

“In 2008, we produced our first
metrics dashboard for NETOPS and 10
Readiness,” said Starling in his 2009
Guidance. “Refinement of these metrics
into ‘metrics that matter’ will continue.

In 2009, we will accelerate our ability to
understand and measure the elements of
cyber readiness.”

The Strategic Plan is a working
document and remains flexible. The plan
reflects what we should do and not just on
those things we are resourced to do. This
plan parallels the work being done every
day, and all employees should be able to
visibly align the work they do to the plan.

It is important for everyone to read
and become familiar with this document
so there is a clear understanding of the
context of NETWARCOM’s direction and
priorities over the next five years. The
entire Strategic Plan can be found at http://
www.netwarcom.navy.mil. fef
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Digital Signatures Now a Requirement

By MC2(SW] Christopher J. Koons

n today’s often dangerous cyberspace environment,
Iwhether or not an official e-mail is valid or harmful

is knowledge everyone needs to have. To this end,
the Department of Defense has implemented a policy
requiring its employees to digitally sign all e-mails they
send out having a link or attachment.

A digital signature is also required for any e-mail that
provides direction or tasking, requests or responds to
requests for resources, promulgates organization position,
discusses any operational matter, discusses contract or
finance matters, or discusses personnel management
matters. The need exists to ensure that the originator is
the actual author and that the e-mail was not tampered
with in transit.

The policy, which was updated for the Navy in
September 2008, applies to all unclassified e-mail sent
from a DoD-owned, operated or controlled system
or account to include desktops, laptops and personal
electronic devices such as BlackBerrys.

A recent example of the importance of being able to
verify trustworthy sources occurred as a phishing scam. It
came in the form of an unsigned e-mail that targeted navy.
mil users. This e-mail requested that recipients update
their account information and threatened e-mail shut
down for users who did not comply. This should serve
as a reminder to be aware of any electronic requests for
personal information such as date of birth and passwords.
Additionally, a digital signature should have been affixed
so the source could be verified.

“It ensures that the information from links and
attachments comes from a trustworthy source,” said
LCDR Damen Hofheinz, NETWARCOM’s deputy
for Information Assurance. “For example, if an e-mail
contains a link, you need to know that it leads you to a
valid web site.”

A digital signature is a “stamp” on an e-mail, which
is unique to the user and provides an accurate means of
identifying the originator of a message. Its tool bar icon

is an envelope with a red seal on top. A digital signature
assures the recipient that the original content of the
message or document is unchanged. It also provides the
sender with proof of delivery, and the recipient with proof
of the sender’s identity and reassurance that the e-mail’s
originator is its actual author.

Some e-mails require added protection in the form of
the “Encryption” key, which, like the Digital Signature
key, has an envelope icon but has a blue lock rather
than red seal on it. Navy policy requiresencryption of
all e-mails that contain Privacy Act Information, Health
Insurance Portability and Accountability Act Information,
contract information, classified as FOUO or that may
serve as an OPSEC indicator.

“If you send an e-mail which contains Personally
Identifiable Information (PII) such as your social security
number or if the message is For Official Use Only, you
need to encrypt as well as digitally sign it,” Hofheinz said.
“Encryption provides an extra level of protection.”

Encrypting e-mail is made much easier when
personnel publish their certificates to the Global Address
List (GAL). This can be accomplished in Outlook by
opening the “Tools” menu then selecting “Options.” On
the “Security” tab there is a “Publish to GAL” button.
Clicking on this button will ensure that other users on the
network can send encrypted e-mail back to the originator.

OCONUS Navy Enterprise Network (ONE-NET) has
already implemented a network policy for all e-mails to
be digitally signed and NMCI started implementation on
Feb. 12, 2009. Users will have to deselect the digitally
signed button in Outlook to send unsigned e-mails. “It
is one part of our overall Public Key Infrastructure (PKI)
implementation, which is designed to prevent bad guys
from accessing information we send over the Internet,”
said Hotheinz.

For more information on the military’s digital
signature/encryption policy, go to https://www.infosec.
navy.mil/PKI. fsf

Free Anti-Virus Software Available to DoD Employees

By MC2(SW] Christopher J. Koons

many people bring work home, their ~ courtesy of the Defense Information

s cyberspace has become an
increasingly active battlefield = home computers require protection

Systems Agency (DISA). According

for the United States military,  to ensure that malicious files are not to ISTI(SW/AW) Angela Moffett,

the need for effective anti-virus
programs has grown.

Anti-virus software is found
on every Department of Defense
computer to fight against common

threats that often spread via e-mail computers.

inadvertently transferred from an

unprotected home system. To that
end, several government web sites
offer free anti-virus software intended recent cyber attacks have highlighted
for use on service members’ home

leading petty officer for Navy Cyber
Defense Operations Command’s
(NCDOC) infrastructure department,

the importance of having this soft-
ware available to DoD members.

and the growth in interconnected
computer systems, the threats to
information technology have become
more sophisticated and diverse,” said
Moffett. “Anti-virus software is a
tool we use in order to combat system
vulnerability to malicious attacks.”
“The INFOSEC web site has
a large variety of tools to gain
knowledge on how to use anti-virus
software and offers advice on how to
deal with virus risks,” said Moffett.

on how to protect DoD equipment
and information. The other branches
of the armed forces also have sites
that offer these resources.”

Members can either download via
file transfer protocol (fast connection)
or go to the INFOSEC FAQ page
for slower downloads, then choose
the software. Anti-virus software
from McAfee is available, in addition
to Symantec and TrendMicro, plus
regular signature updates to keep PC
workstations current.

Mac users can download McAfee
Virex software and signatures for OS
X, as well as earlier Mac operating
systems. The sites even offer
VirusScan for UNIX and DOS users.

“You should keep the software in
a secure place such as your external
hard drive or your local drive,” said
Moffett.

To obtain anti-virus software,
members should go to https/www.
infosec.navy.mil, and click on “Anti-
Virus Information.” fsf

and the internet. DoD employees
are vulnerable at work, and because

10 InfoDomain

The software is licensed for DoD
employees, both military and civilian,
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“Because of the security challeng-
es the Navy is currently experiencing

“It also has descriptions of policies

Navy COOL Approaches
5,000 Funded
Certification Exams

From Navy COOL,
CID Corry Station Public Affairs

PENSACOLA, FL -- The Navy Credentialing
Opportunities On-Line (COOL) Web site has made it
easier than ever to search for credentials related to a
Sailor’s rating, job and/or occupation.

Headquartered at the Center for Information Dominance
(CID) Corry Station, the Navy COOL Web site — https://
www.cool.navy.mil — contains a significant amount of
information. The site has virtually all the links necessary
for certification programs for active duty Sailors.

Using Navy COOL is easy and many Sailors have
already taken advantage of the great program.

To date, more than 4,400 certification exams have
been funded for active-duty Sailors and 171 certification

exams have been funded for Reservists.

According to officials, these Sailors passed their
certifications with a 96 percent pass rate. This number far
exceeds the national average pass rate, which is estimated
to be between 70-85 percent.

In addition to providing updated information for Sailors
who are seeking to enhance their careers, Navy COOL
has additional links to educational resources like the Navy
Advancement Center and the Navy College Program.

The Navy COOL Overview page is extremely helpful to
navigate through the Web site.

“I’ve been in the Navy for more than 24 years and [ am
really excited about the Navy’s proactive move to prepare
Sailors personally and professionally through the Navy
COOL Program,” said CTRCS(SW) Patricia L. Davis,
CID Cryptologic Technician Collection model manager.
“This program allows Sailors to develop themselves
while on active duty and prepare themselves for life after
the Navy, a civilian job. The Navy COOL Web site
explains how Navy Sailors can get information about
civilian equivalent licenses and certifications relevant to
their Navy job. It’s really all about education, education,
education.”

Navy COOL provides an additional tool that makes life
even easier for Sailors with limited Internet connectivity
- download Navy COOL “To Go” on Navy COOL at
https://www.cool.navy.mil. This enables a Sailor to copy
the program to a CD, and peruse the program on any
workstation, with or without Internet access.

In addition to the Navy COOL Web site and program
being a great tool for Sailors to enhance their career, Navy
recruiters and Sailors who wish to cross-rate to another
rating due to merger or disestablishment can now get a
head start on obtaining certifications for their new rating
or job.

Navy COOL personnel are standing by to assist Sailors
on their certification quest and answer any questions
they may have about the program. Representatives for
all the ratings are available to answer questions and
help get vouchers approved through a relatively simple,
streamlined process.

“As a senior leader, I encourage all Sailors to take
advantage of the opportunities that the Navy COOL
program offers,” Davis said. “Check out the Navy COOL
Web page today.” fsf
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(Left to right) Court members;
Rob Mawhinney, Marianne
Chalut, Richard Voter and
George Alves, discuss
implementation of information
assurance capabilities and
services. (Photo by MC2
Adrian White)

NETWARCOM Process Improvement Team
Receives Navy IM/IT Excellence Award

By Darlene Goodwin

he Naval Network Warfare
I Command Certification and
Accreditation Lean Six Sigma
Project team recently received the
Department of the Navy (DON)
Excellence Award for Information NETWARCOM, Space and
Management and Information Naval Warfare Systems command
Technology (IM/IT), at the DON IM/  (SPAWAR), DON CIO, and several
IT Conference held in San Diego in senior Navy CIO staffs.
February. According to Richard Voter,

The award is presented annually director of the Navy Operational business analysis director who leads
to teams and individuals from Designated Approval Authority the Continuous Process Improvement
the Department of the Navy who (ODAA) at NETWARCOM, the goal program for the command, said the
exemplify excellence in the IM/ of the project was to better support Navy Certification and Accreditation
IT field. Five teams and three operational commanders by reducing  Lean Six Sigma project is a great
individuals were selected to receive the length of time that it takes to success story.
the 2009 award. achieve authority to operate new IT “It demonstrates how deliberate

“This year we received many systems. The team produced a 60 efforts to improve processes across
outstanding nominations that percent reduction in the cycle time for organizations can not only improve
highlight the fantastic work being processing accreditation packages. the process but can also build a
done throughout the Department “Using Lean Six Sigma stronger team to support operations
of the Navy,” said DON Chief techniques, the team made significant  across the Navy,” Petrillo said. “All
Information Officer Robert J. contributions to the efficiency and the parties involved in the process
Carey. “The quality of nominations effectiveness of the Navy’s process improvement effort have made great
made it hard to choose, and each for managing the implementation of strides in focusing on supporting the
nominee is to be commended for information assurance capabilities customer while maintaining the right
their outstanding contributions and services,” Voter said. “The level of operational risk.” fsf

to furthering the mission through
the use of innovative information
technology.”

The NETWARCOM team
also included members from

key enabler for our success was the
creation of teams that collaborate on
the review and processing of each
request. The use of collaboration
eliminated the wasteful steps of
reviewers checking reviewers, and
also resulted in quicker reviews, more
operational focus, and higher quality
accreditation decisions.”

Katie Petrillo, NETWARCOM’s
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- support and sustainment of a standing force

WARRIOR

IOC Texas’
NThibodeau recently returned from an

8-month Indivdual Augmentee (IA)

deployment in Ira

The Bradenton, FL, native attended the
Cryptologic Technician Technical “A” School in
Pensacola, FL, before his assignment to the Navy
Expeditionary Intelligence Command (NEIC)
detachment, NIOC Texas.

Thibodeau was one of the first NEIC analysts
to deploy in support of a Marine combat mission,
setting a standard of excellence for his shipmates to_
follow. e

While deployed, he conducted a comprehensive o
radio frequency study of activity occurring on
and around Lake Tharthar. This study provide
valuable force protection and early warning
information to the leadership of the operational
boat detachment he was assigned to. .

He also managed a complex operational
communications suite while supporting Riverin
boat detachments, Unmanned Aerial Vehicles
(UAVs), and other Marine Corps assets covs
more than 1,000 square miles in a hostile ene
environment. L

Thibodeau is looking forward to his next
deployment with RIVRON Three in 2009. A
follow up tour, he hopes to be a part of {
Special Warfare program. i

EDITOR’s NOTE: NEIC’s missio
versatile. It provides adaptive intellig
capability and capacity through the provisic

of ready expeditionary intelligence personnel.

NEIC is fully task-organized, manned, trained OrTH _‘ Wik 3\
and equipped to support COMNECC operating ST FrTEm

forces and respective theater Naval Component ] ; 1
Commanders/Joint Force Maritime Component ‘ {

Commanders. \ ! XY

J ' Official U.S. Navy Photo
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Navy IT's Rdapt te Changing Werld,
Suppert Maritime Strategy

Story by Gary Nichols, CID Corry Station, Public Affairs
Photo lllustration by Robin D. Hicks

didn’t “push the button,” but an IT did provide the critical data and the managed communications links
required to execute the mission.

Each day throughout the fleet, commanding officers and other naval leaders make important decisions that
affect not only the lives and welfare of Sailors in their command, but the lives and welfare of many Americans.
ITs don’t gather and analyze the data these leaders employ to make their decisions; they ensure the critical data
and timely communications key decision-makers rely on remain secure and open.

IT training typically begins shortly after a Sailor completes boot camp. They report to Pensacola for 11 weeks
of intensive “A” school training at the Center for Information Dominance, Corry Station, where they learn
numerous technical skills.

The new ITs learn about designing, installing, operating and maintaining state-of-the-art information systems
including local and wide-area networks, mainframe, mini and microcomputer systems and associated peripheral
devices; writing programs to handle the collection, manipulation and distribution of data for a wide variety of
applications and requirements; performing the functions of a computer system analyst; operating and coordinating
telecommunications systems including automated networks and the full spectrum of data links and circuits;
transmitting, receiving, operating, monitoring, controlling and processing all forms of telecommunications
through various transmission media including global networks; applying diagnostic, corrective and recovery
techniques to all facets of the integrated information systems; maintaining all necessary logs, files and
publications at the communications center; and providing telecommunications and computer-related training and
assistance to a wide variety of personnel.

“CID is exceptionally proud of helping Sailors execute the CNO’s maritime strategy,” said CID Corry Station
Training Directorate Head Chuck Sauter. “CID prepares our Sailors to help achieve the imperatives of the
maritime strategy. Our focus is building the future force and developing training paths for an I'T’s career.”

The IT rating is one of the most diverse ratings in the Navy. The skills ITs master are vastly different from the
technology used by Sailors from past generations.

“I have seen this rate evolved to what it is today,” CID Corry Station IT “A” school Instructor Eric L.
Alexander said. “Communication is the future, and whoever controls communications can control how battles are
fought and won.”

The IT rating resulted in a 1997 merger of two previous ratings: data processing technician (DP) and radioman
(RM). The blending of computer technology and radio communications resulted in the new IT rating.

“Responsibilities of the [IT] rating have expanded well beyond traditional radio sets and mainframes,” then
Chief of Naval Personnel VADM D.T. Oliver wrote in a message to the fleet in 1999 regarding the name change
from radioman to information systems technician. “The IT rating better reflects those skills and roles associated
with the rating today, as well as in the future.”

The IT rating again evolved in 2005 as the cryptologic technician communications (CTO) rating merged with
the IT rating. The reason for the change was that ITs and CTOs basically performed the same job; the main
difference being that CTOs were responsible for communicating special compartmented intelligence information
over radio circuits.

“It is an incredibly exciting time to be part of any technology field in the Navy,” said CID Corry Station
Commanding Officer CAPT Connie Frizzell. “The skills of the IT specifically are in high demand, so job security
is good.”

‘ x J hen the Navy shot down a non-functioning satellite last year, an information systems technician (IT)

-

-, *
— _f -
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Frizzell explained that the
technology turnover rate is about
every six months, so there’s always
something new to learn and the
skill sets apply to every phase of

operations. diversity for this rating is
For example, the information as diverse as the spectrum
systems of
technicians . . operations.
of the 215t Soldiers and Marme; refer 1o s mis
century the Navy’s electronic experts point
operate and p . » there will
maintain C_ZS Sand Sailors always
the Navy’s a nickname they are proud be ajob
global which
satellite to adopt. meets the
tele- needs of

communications systems,
mainframe computers, local and
wide area networks, and micro-
computer systems used in the fleet.
Administrative support is also
provided with the operation of
automated equipment that keeps
records of personnel training,
disbursement, health, assignments
and promotions within the Navy.
They ensure the all-important
communications link between units at
sea and stations ashore.
“Peacetime IT skills may
include assisting emerging partner
nations with advanced technology

)
A s
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TC Candy Shire is greeted by children near é local clinic. (_Photo by MC2 Eli J. Me:

applications; wartime
IT skills are integrated
to the success of putting
weapons on a target,”
Frizzell said. “Job

the Sailor as well as the
needs of the Navy. That’s
good for our people, it is
good for retention and it
is good for the Navy.”
Sauter explained that
Sailors have traditionally
operated from ships or
naval bases, but as the
enemy has changed and
as the fight has evolved
into an asymmetric war, the Navy
has adapted and is overcoming those
new challenges. As a result of their
technical expertise, Navy ITs are in
great demand around the world by

ik,

other branches of the United States
military. These Sailors are finding
themselves working in combat zones
particularly in desert environments
as individual augmentees (IA).

In fact, Soldiers and Marines refer
to the Navy’s electronic experts
as “Sand Sailors” -- a nickname
they are proud to adopt. Sauter
estimates that about 25 percent of
all CID Corry Station IT instructors
have served as [As in Iraq and
Afghanistan.

“ITs are working side-by-side
with Marine, Air Force and Army
personnel to provide specialized
communications and network
expertise,” Sauter said. “Although
the systems used for kinetic ground
operations are somewhat different
from the ones that are used on board
ships, the principles we teach in our
classrooms apply to both shipboard
and ground-based systems. This
allows our ITs to report to their units
and immediately contribute to the
team anywhere in the world.”

Information Systems Technician
Ist Class (SW) Dave Doughty, a
CID Corry Station IT instructor who
spent a year with the Combined

Joint Task Force-Horn of Africa
headquartered in Djibouti as ... an
electronic key management system
manager, explained that his role there
was primarily to help keep track of
and maintain $400 million of digital
and communications equipment for
more than 2,000 joint and coalition
forces station in nine countries
throughout the Horn of Africa.

“While I was in Africa, I supported
the Air Force, Army and Marines
in addition to German and French
coalition forces with equipment,
key materiel and COMSEC (classified
security equipment and materiel)
policy,” Doughty said. “It was a
big operation and my team was
constantly providing oversight,
accountability and training to our
designated local element managers,
the people who were our authorized
customers.”

Doughty said his fellow ITs
had other jobs there such as
network administrators and field
communications operators. Still
other ITs were attached to operations

field units. “Some of them
would go into the field
with ground forces and

I wouldn’t see them for

a couple of months,” he
said. “That’s what you call
personalized support.”

The speed, flexibility,
agility and scalability of
maritime forces provide
joint or combined force
commanders a range of
options for responding
to crises, and it’s the
Information Systems
Technicians of the U.S.
Navy that help keep
those critical data and
communications lines open.

“Communication with
planes on a carrier or troops
on the ground has to come
through the communication
department,” Alexander
said. “The information
systems technicians are the
ones who process it all.” &sf

SPRING
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Story & Photo by
CTN1{AW/SW)] Jarrod H. Delp

so. Verity, a network analyst stationed at

Navy Information Operations Command,
Pensacola, FL, recently issued a challenge to like-
minded peers. She developed and hosted a two-week
event, called Hacker Challenge ‘08.

HC ’08 was designed to provide a common
ground on which participants could test their
knowledge base and skill sets, as well as pick up a
few new tricks and techniques through a hands on
approach. While the challenge was put together
during Verity’s free time, using her own resources,
she did brief some local participants in NIOC
Pensacola’s auditorium.

The competitors, however, varied in their use of
on and off duty hours and personal and government
computer systems. Some preferred to participate
in their free time, and others had no choice but to
do what they could using shipboard computers, for
example.

The invitation was extended to both military and
civilian Department of Defense employees working
in network-centric jobs around the Fleet. Twenty-
four individuals of various networking background
and skill levels answered her challenge. Participants
hailed from a wide range of commands including
several NIOCs, Fleet Information Operations Centers
(FIOCs), and even a Guided Missile Destroyer
(DDG).

In this challenge, participants tried to attain
points by completing tasks, answering questions,
and solving puzzles. Although a winner was
determined based on points earned, the competition
was primarily designed to be a learning experience.
Verity says, “The goal is to foster real-world skill
sets and thinking outside the box.”

HC 08 kicked off with distribution of the guideline
booklet and the tools needed. Individuals could
download all of the material from a Web site created
by Verity. The contestants also had to create an alias
in order to use File Transfer Protocol (FTP), which
is how data was passed to Verity for review. An
Internet Relay Chat (IRC) channel was designated
for use throughout HC ‘08 for interaction between

ok C an work be fun? CTNI Theresa Verity thinks

Photo IIIustratlon by Robln D. chks .

i

that have been seen on CTN advancement exams as
well as HC ‘08.”

On the last day of the event, scores were tallied
and awardees were decided. The participants were
asked to critique the challenge. Judging from their
comments, not only did contestants provide positive
feedback, they requested another challenge.

Verity says that there will be more to come. “This
is the first of several,” she claims.

Verity and participants.

Players were given over 280 questions and tasks
covering 16 topics, including Password Security,
Network Forensics, Basic Packet Analysis, and
Cryptology, just to name a few. The contestants
could tackle the topics in any order and FTP the
results to Verity as they completed individual items.
Points were awarded on a predetermined scale based
on the difficulty of the task. The greatest resource
at the contestants’ disposal was the Internet. The The feedback even asked for a team-oriented
rules authorized the use of anything available on the challenge, and Verity plans on providing one. She
Internet, though collaboration between players would  hints that there may even be more specific events,
be considered cheating. such as a wireless challenge involving only wireless

Verity also maintained a persona who the devices and security. One obstacle, however, is the
players could contact online and test their social amount of time involved in creating such an event.
engineering skills. This fictitious person was played HC ‘08 took about two months of planning
in character by Verity in order to provide players and compiling data. Verity would like for future
a non-moderator personality to query. She even challenges to have a high enough demand that she
awarded creativity points to those willing to try would recruit volunteers to assist her. “I can support
gleaning information from her. Verity took steps to 50-60 [participants] currently...it’s very scaleable,”
ensure laws were not broken, and that the event was she concluded. “Hopefully I’'ll have a few more
maintained in a controlled environment to prevent volunteers for future challenges, who may be able to
collateral damage. help me man chat rooms, provide social engineering

For instance, one task the players undertook was personalities, answer questions, and prepare tasks for
hacking a virtual machine. Players working on this the participants.”
task downloaded software that created the virtual Congratulations to CTN1 Mario DeTore of NIOC "
machine on their own computer. For all intents Maryland, the winner of HC ‘08! pef
and purposes, this virtual machine was a computer
running Windows XP/SP1 operating system but
had there been any accidental damage, it would be
contained to the user’s own system. The goal of this
exercise was for the hacker to find and retrieve an
implanted bit of information and FTP the proof back
to Verity.

Verity believes that enjoying your job correlates
directly with how well you do at it. ““You become a
much greater resource for the Navy to draw upon,”
she emphasized. “I’m confident in my ability to
perform the duties of my rate and hope that HC ‘08
will strengthen others’ abilities.”

According to Verity, Sailors who participated
in HC ‘08 just might have an edge on their next
advancement exam. “Some of the tasks found in the
challenge are daily responsibilities for CTNs and
network analysts,” she added. “Identifying malware,
performing online research, reading packet traffic,
and using common security tools are a few things

CTN1 Theresa Verity explains the rules to Hacker Challenge 08
competitors.
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yber security is the set of
‘ principles and practices
designed to teach you how to
safeguard your computing assets and
online information from threats.
You probably use many kinds of
current technology such as internet-
connected computers, cell phones,
personal digital assistants (PDAs),
digital cable or satellite television,
ATM machines, credit/debit cards,
and more. Given how much a part
of your daily life this technology
has become, it is imperative that you
learn to protect yourself from cyber
crimes by arming yourself with cyber
security knowledge.

Most of us require a vehicle in
order to facilitate daily life. Driving
can be great fun when you first learn
how to drive. We expect that when
first-time teen drivers sit behind the
wheel of a car; someone will be next
to them, teaching them how to drive
with skill and safety. As parents,
we want our children to become safe
drivers, so we provide them with
driving lessons and driver’s education
classes that emphasize safety, skill,
and knowledge. Parents understand
that a driving mistake could cost
them their lives.

While it may be unlikely that the
uneducated use of computers and
the internet could lead to a threat to
physical safety, there are many other
serious threats in the cyber world.
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Communication and computing
technology are the “vehicles” that we
use to create, transport, exchange,
extract, and store all kinds of
information. When we allow our
children to use these sophisticated
tools without proper training and
preparation, or with no warning
about the dangers, they may often
inadvertently cause damage, expose
themselves to inappropriate content,
or encounter malicious individuals.

You can avoid online dangers by
becoming aware of the types and
severity of various threats, learning
how to protect against these threats,
and consistently monitoring your
computers’ behavior and your
family’s internet use.

Here are 11 tips to protect yourself
and your family when you use a
computer to access a network:

1. Understand Cyber Security
Risks. Here are some definitions
you should understand:

Virus - self-replicating code that
spreads by inserting copies of itself
into other software programs or
documents

Trojan horse - a malicious program
disguised as legitimate software
Worm - a self-replicating, self-
spreading malicious program

Spyware - software that sends
information from your computer to a

Spring 2009
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third party without your consent

Malware - programs designed to
harm your computer

Intrusion - trying to gain privileged
access to computer systems in order
to steal, corrupt, or illegitimately
view data

Identity theft - the theft of personal
information to commit fraud.

2. Create “Strong” passwords.

Use a unique password or
passphrase that you can remember,
and change it often. A strong
password consists of at least eight
characters and should include letters,
numbers, and special characters such
as punctuation marks. As a memory
aid, you can use a phrase or sentence.
Letters should be both connected and
disconnected.

Examples of strong passwords:

J*p2leO4>F.
H@rd2Cr@k!

Do not write your password down
anywhere, instead, if you need to,
record a hint that will help you recall
if you forget.

3. Use and maintain Anti-virus and
Anti-spyware Software.

Anti-virus and anti-spyware

software scans files in your
computer’s memory for certain
patterns that may indicate an
infection. It is important to update
your anti-virus and anti-spyware
software frequently to have the latest
virus definitions or spyware profiles
available on your computer. New
viruses are discovered daily. The
effectiveness of antivirus software is
dependent on having the latest virus
profiles installed on your computer
so that it can look for recently
discovered viruses. It is important to
keep these profiles up to date.

4. Use and maintain a Firewall.

The firewall acts like a guard,
keeping potentially dangerous files,
requests, or programs from accessing
your computer. It permits only
appropriate traffic to enter and leave
the computer. You can also set-up
your firewall to block access to
certain websites and allow others.

5. Use care when reading email
that contains attached files.

Email has developed into the
primary method of communication
for many people. Both at home,
and at work, users rely on email
to communicate with one another.
Unfortunately, spam, phishing
attacks, and malicious file
attachments (among other things)

make email a risky proposition at
times. Email can contain worms and
viruses in an attachment, so before
you open an email, ask yourself the
following questions:

a. Is the email from someone you
know?

b. Have you received email from this
sender before?

c. Were you expecting email with an
attachment from this sender?

d. Does the subject and name of the
attachment make sense?

e. Should you scan

you download the attachment to
your computer. Ensure you email
provider (Yahoo, Hotmail) scans the
email and any attachments before it’s
downloaded to your home computer.

6. Make backups of important files
and folders.

Backup all important files,
information, programs, and folders
every time a change is made (or

at least once a week). Just as you
protect your irreplaceable valuables,
back up the files you cannot replace.
Keep your backups in a safe place

the attachment before
opening it?

to obscure your
email address when

you post it to the

internet, assume

mail from unknown |
senders is Spam,

don’t answer chain

letters, and try
to encrypt your
email. Also be
aware that your
computers’ anti-
virus software
doesn’t scan
your web- based
email until

Additionally, try /
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such as with other valuables in your
house or, even better, in a secure
location away from your home.

7. Use care when downloading
and installing programs.

Make sure you do the following:

a. Buy software and programs from
vendors that you trust or who are
well- known nationally.

b. Learn about the software and the
programs you are purchasing.

c. Make sure the software you
choose has been used safely by
others or recommended to you from a
knowledgeable, trusted individual.

d. Install programs that will not take
all available space on your hard drive
and that do not negatively affect other
programs you rely on.

8. Establish user accounts when
sharing your computer.

When sharing your computer, do
the following:

a. Create a separate account for each
user.

b. Limit privileges for some
accounts, such as children or guests.

c. Lock your computer when you are
away from it.

d. Choose restrictive options in your
security settings for hardware and for
programs such as web browsers and
email programs.

e. Disconnect your computer from
the internet when you are not using it

9. Establish security guidelines for
anyone who uses your computer.

a. Create a family contract with clear
rules for using the computer and
make sure everyone understands and
agrees.

b. Keep a list of internet access

guidelines and good computing
practices close to your home
computer for all to see.

c. Stay aware of the security aspects
of any technology or software used at
home, learn about any associated
threats and how to handle them,

and share this knowledge with your
family.

10. Protect your children online.

Although software can help
you protect your family from
inappropriate content on the Web,
there is no substitute for teaching
your children a few basic rules.
Talk to your children about the
risks of going online, and how to
handle uncomfortable situations.
And finally, set limits, and discuss
them with your children. Together,
you can create a fun and safer
environment for your children online.

a. Keep the family computer in a
centrally-located place where an adult
can easily observe what is happening.

b. Discuss guidelines for computer
use.

c. Occasionally use the internet with
your children.

d. Stay informed about potential
cyber threats against children and the
protective measures you can take. z

e. Implement parental control tools.

f. Know your children’s online
friends.

g. Teach your child to never give
personal information to anyone
online.

h. Teach your child to never trust
people online they do not know
personally.

i. Provide separate user accounts for
each child and control their access.

]

j. Consider installing software that

allows you to monitor your children’s

activity on the internet.

11. Make your wireless network
hard to find.

Since the capabilities of each
wireless router are different from
brand to brand, it’s best to get the
vendor’s recommendation on the best
security options for their devices.
Change the well-known default
admin password of your wireless
router.

After a potential attacker detects
a wireless network; this is one of
the first and easiest ways to further
compromise it. Some vendor’s
wireless routers offer the option
of changing the power settings.

By turning down the power, your
wireless network is not broadcasting
its signal farther than you really
need it to. Enabling Media Access
Control (MAC) address filtering will
help restrict access to your home
wireless network to only those users
you authorize. If Wired Equivalent
Privacy (WEP) is the only security
option available on your wireless
router, use a key that is hard to guess
and change it periodically. Preferably
Wireless Protected Access (WPA

or WPA2) would be the best option
to use over WEP due to its higher
encryption security level.

Your wireless router may come
with a default SSID already
configured. Change it as soon as
you set up your wireless network.
Also, some vendors may offer the
option of not broadcasting this
network identifier. If you do wish
to broadcast SSID don’t use your
name or any personal revealing
information. New firmware can
help resolve compatibility problems,
plug security holes and provide other
important fixes. Check the vendor’s
web site for these updates. fef
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n the U.S. military services, a battle buddy is a partner
Iof a service member who watches over the other.

Although battle buddies differ in race, ethnicity and
age, they all have a common responsibility to look out for
one another and provide encouragement in their day-to-
day activities.

The term “battle buddy” first evolved during Army
basic training. Each recruit was assigned a battle buddy
to monitor the physical well-being and behavioral patterns
of his or her partner.

The buddy system is a procedure which is used in all
branches of the service. For example, the Air Force refers
to battle buddies as “Wingmen”; in the Navy, the moniker
is “Shipmates”
and Marines
simply address
each other
as “Marine.”
Regardless of
which term is
used, a battle
buddy can be
defined as a type
of brotherhood
or sisterhood
that exists in the
military.

As the
Navy’s presence
increases in
supporting the

The “Indispensable” Battle Buddy

contribution I made was being able to take care of things

for him on the home front.”

Once a battle buddy is assigned, the next step is to
determine responsibilities. The question most asked by
battle buddies is ... “What exactly am I supposed to do?”
Well, as a battle buddy, the main goal is to proactively
support deploying Sailors and their family members
through every phase of deployment and re-integration

back to the parent command.

So, what type of support is required? The support
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